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1
WATERMARKING OF IMAGES

TECHNICAL FIELD

The present disclosure relates to the application of digital
watermarks to digital images.

DESCRIPTION OF RELATED ART

Digital content such as audio, video, and image content
may be modified to contain hidden information via digital
watermarking techniques. Embedding hidden information in
digital content may be used for various purposes. For
instance, the information contained in a digital watermark
may be used to identify the source of the digital content. If a
digital watermark is specific to a content source, then a copy
of the digital content may be analyzed subsequent to distri-
bution to identify this source. Such techniques may be used,
for example, to facilitate the investigation of copyright
infringement. If unauthorized distribution of content occurs
and is noticed by the copyright holder, the watermark can be
read and the source of the distribution can be identified.
Content providers can then take corrective action with the
offender to stop the distribution and/or recover financial
losses.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure may best be understood by reference to the
following description taken in conjunction with the accom-
panying drawings, which illustrate particular embodiments.

FIG. 1 shows a method 100 for the application of water-
marks.

FIGS. 2 and 3 illustrate examples system that can be used
with various techniques and mechanisms of the present inven-
tion.

FIGS. 4, 5, 6A, and 6B illustrate examples of low fre-
quency watermark images.

FIG. 7 illustrates one example of a watermark retrieval
method.

FIG. 8 illustrates one example of an exchange used with a
media delivery system.

FIG. 9 illustrates one technique for generating a media
segment.

FIG. 10 illustrates one example of a system that can be used
with various techniques and mechanisms of the present inven-
tion.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Reference will now be made in detail to some specific
examples of the invention including the best modes contem-
plated by the inventors for carrying out the invention.
Examples of these specific embodiments are illustrated in the
accompanying drawings. While the invention is described in
conjunction with these specific embodiments, it will be
understood that it is not intended to limit the invention to the
described embodiments. On the contrary, it is intended to
cover alternatives, modifications, and equivalents as may be
included within the spirit and scope of the invention as
defined by the appended claims.

For example, the techniques of the present invention will
be described in the context of fragments, particular servers
and encoding mechanisms. However, it should be noted that
the techniques of the present invention apply to a wide variety
of different fragments, segments, servers and encoding
mechanisms. In the following description, numerous specific
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details are set forth in order to provide a thorough understand-
ing of the present invention. Particular example embodiments
of'the present invention may be implemented without some or
all of these specific details. In other instances, well known
process operations have not been described in detail in order
not to unnecessarily obscure the present invention.

Various techniques and mechanisms of the present inven-
tion will sometimes be described in singular form for clarity.
However, it should be noted that some embodiments include
multiple iterations of a technique or multiple instantiations of
a mechanism unless noted otherwise. For example, a system
uses a processor in a variety of contexts. However, it will be
appreciated that a system can use multiple processors while
remaining within the scope of the present invention unless
otherwise noted. Furthermore, the techniques and mecha-
nisms of the present invention will sometimes describe a
connection between two entities. It should be noted that a
connection between two entities does not necessarily mean a
direct, unimpeded connection, as a variety of other entities
may reside between the two entities. For example, a processor
may be connected to memory, but it will be appreciated that a
variety of bridges and controllers may reside between the
processor and memory. Consequently, a connection does not
necessarily mean a direct, unimpeded connection unless oth-
erwise noted.

Overview

According to various embodiments, techniques and
mechanisms described herein may facilitate the application
of digital watermarks to media content such as images or
video image frames. A watermark may encode one or more
bits of information. This information may be used later to
identify a source or recipient of a watermarked image. Digital
watermarks are more effective if they are difficult to detect
and remove. A recipient of a watermarked digital image may
attempt to remove the watermark by cropping, compressing,
re-encoding, or otherwise altering the image. Many alteration
techniques involve altering the high-frequency properties of
an image. Accordingly, a low frequency digital watermark
applied to the image may survive many or most subsequent
alterations of the image.

Example Embodiments

According to various embodiments, a digital watermark
may refer to any information hidden in digital content by a
change that generally isn’t observable to the remover and that
is difficult to remove. The digital content may include video
content, image content, or any other content capable of being
stored on a digital storage system. In some cases, a digital
watermark may allow the content to be associated with the
user. For instance, an individual watermark, such as a user
identifier, may be applied to content transmitted to different
users.

According to various embodiments, a watermark may be
applied as a low frequency modification to a standalone
image or a frame in a video content item. Many common
encoding formats, such as JPEG, MJPEG, MPEG-2,
MPEG-4 part 2, and MPEG-4 part 10 (H.264) achieve com-
pression by breaking an image into blocks. The blocks are
transformed into the frequency domain, and a low-pass filter
is applied to discard high-frequency information. For the
watermark modification to survive future compression, the
watermark image may be low frequency in nature. According
to various embodiments, a low frequency image may be an
image that exhibits relatively gradual transitions and/or rela-
tively constant color tone.
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According to various embodiments, low amplitude, low
frequency modifications may be difficult to notice by
humans, for instance when the image has higher frequency
information. However, the difference may be detected by a
computer by comparing the watermarked image with the
original image or with a differently watermarked image. Such
a watermark may be difficult to detect and/or difficult to
remove through transcoding.

According to various embodiments, a low frequency and/
or low pixel value watermark image may be superimposed on
a digital image. For instance, the watermark image pixel
values may be mathematically added or subtracted to the
digital image pixel values. The watermark image may contain
a pattern that encodes data. For instance, the watermark
image may contain sinusoidal or gradient-based wave pat-
terns of various phases, patterns, or frequencies. The patterns
may be placed at known locations in the images to encode
data.

According to various embodiments, data may be encoded
by varying the properties of the watermark image. For
example, the phase and frequency of sinusoidal waves may be
varied. As another example, gradient bars may be added or
subtracted from a digital image. The amount of data that may
be encoded may depend on the number of different patterns
and positions that are available. For instance, if a single image
can include watermark patterns at each of eight different
positions and if four different patterns are available, then each
image can encode sixteen bits of information. If 100 key
frames in a video content item are each encoded in this way,
then 1,600 bits may be encoded by watermarking the video
content item. In some cases, some of the bits used in water-
marking may be allocated for forward error correction to
assistin recovery of the information if the content is distorted,
lost, or damaged.

According to various embodiments, digital watermarking
may be used for various purposes. For example, digital water-
marking may be used to verify the source of the watermarked
content by applying different watermarks to content transmit-
ted from different sources. As another example, digital water-
marking may be used to identify a content recipient. For
instance, digital content such as streaming video transmitted
from a server to a client machine may be watermarked with
information that identifies the client machine or an account
associated with the client machine. Then, ifthe digital content
is recognized at another location, such as on a file sharing
network, the digital content may be analyzed to retrieve the
watermark. The watermark may then be used to identify the
client machine or user account that originally received the
watermarked content.

According to various embodiments, users may receive
content from a content management service. The content
management service may facilitate the interaction of users
with various types of content services. For instance, the con-
tent management service may provide a user interface for
managing and accessing content from a number of different
content sources. The interface may display content received
via a cable or satellite television connection, one or more
on-demand-video service providers such as Netflix or Ama-
zon, and content accessible on local or network storage loca-
tions. In addition, the interface may be used to access this
content on any number of content playback devices.

According to various embodiments, the content manage-
ment service may receive content from various sources, such
as content service providers. Then, the content management
service may transcode the content for transmission to client
machines. Content transcoding refers to any process for
changing data encoded in one format to data encoded in a
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different format. In particular embodiments, transcoding may
involve alossy process that introduces generation loss into the
resulting content encoding. Alternately, or additionally,
transcoding may involve a lossless process such as lossless
compression or decompression.

According to various embodiments, content sent from a
service provider to client machines may be transcoded into
various encoding formats for a variety of reasons. For
instance, the content may be transcoded so that content may
be transmitted to client devices that do not support the origi-
nal format or that have a relatively limited storage capacity
that can better handle a reduced file size. For instance, Cineon
and DPX files have been widely used as a common format for
digital cinema, but the data size of a two-hour movie is about
8 terabytes, which is much too large for streaming over cur-
rently available networks to modern content playback
devices.

According to various embodiments, a content item such as
a movie may be divided into different segments during the
transcoding process. Each segment may include some num-
ber of video frames. By dividing the content item into seg-
ments, the segments can be transmitted individually to a client
machine requesting the content. In this way, content can be
streamed to the client machine in segments and can be pre-
sented at the client machine as soon as the next unplayed
segment is received. Segments are also referred to herein as
fragments.

According to various embodiments, some or all of the
segments may have watermarks applied to them. A water-
mark may be applied to a segment by modifying one or more
of the frames included in the segment. In particular embodi-
ments, different encodings of a single segment may be created
for transmission to client machines. Each of the different
encodings may be the same or similar except for having a
different watermark. Then, when the watermark is transmit-
ted to a client machine, the media server transmitting the
content may select from among the available encodings for a
segment to create the video stream sent to the client machine.
By appropriately selecting the encodings for potentially
many such segments throughout a video stream, the media
server may encode a specific data message in the video stream
that may, for instance, be specific to the client machine or a
user account associated with the client machine. At the same
time, the video stream need not be separately encoded for the
client machine, which may help all the video content to be
distributed via a super-distribution framework.

In particular embodiments, techniques and mechanisms
described herein may be used for HT'TP streaming and/or
FMP4 streaming technologies. However, the techniques and
mechanisms are generally applicable to a wide range of video
content technologies. For example, the techniques and
mechanisms may be applied to images or videos encoding via
JPEG, MPEG2, MPEG4 pt 2, or MPEG4 pt 10/H.264 tech-
nologies.

Although the content is often referred to herein as video
content, the techniques and mechanisms described herein are
generally applicable to a wide range of content and content
distribution frameworks. For example, the content may be
media content such as video, audio, or image content.

FIG. 1 shows a method 100 for the application of water-
marks. According to various embodiments, the watermarks
may be applied to digital images. In particular embodiments,
the method 100 may be performed at a media system config-
ured to provide media content management services to a
plurality of client machines. Alternately, the method 100 may
be performed at any other computing system.
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According to various embodiments, the method 100 may
be used to encode information in digital images that is diffi-
cult to detect and difficult to remove. In this way, the digital
images may be marked with various types of information. The
particular information included in the digital images be
selected based on the particular use to which the watermark-
ing is applied. For instance, the digital images may be water-
marked with an identifier to facilitate the investigation of
copyright infringement.

According to various embodiments, the method 100 may
be performed as part of a transcoding or compression process
for processing a digital image. For example, the image may be
transcoded from one image format to another. As another
example, the image may be compressed to reduce the storage
space needed to store the image or to reduce the data size
needed to transmit the image via a network.

At102, arequest to apply a watermark to a digital image is
received. According to various embodiments, the watermark
may be applied to any digital image. The digital image may be
encoded via any of various formats, such as the JPEG format.
In particular embodiments, the watermark may be applied to
digital images that exhibit relatively high frequency of con-
tent. A high frequency image is one that includes relatively
abrupt tonal transitions in a relatively small space. Examples
of'such images are the lettering on a license plate and an urban
scene with bright colors and many edges. A low frequency
image is one where the tone remains relatively constant
throughout relatively small areas and the transitions are rela-
tively gradual. Examples of such images include a blue sky
and a facial portrait, the changes in tone in both images being
subtle and smooth. When an image is of relatively high fre-
quency, the addition of subtle changes via the application of a
low frequency watermark may not be noticeable to the human
eye. However, a low frequency watermark may be visible
when applied to a low frequency image, perhaps appearing as
subtle patterns on a field of relatively uniform color. In par-
ticular embodiments, as discussed herein, watermarks may be
selectively applied to high frequency areas rather than low
frequency areas to render the watermarks less likely to be
visible.

In particular embodiments, the watermark may be applied
to key frames within a segment of video content. A video
content segment may include any number of video content
frames. These video frames may be presented in quick suc-
cession to provide the illusion of motion. The video frames
may include both key frames and intermediate frames. A key
frame in animation and filmmaking is a frame that defines the
starting and ending points of a smooth transition. An inter-
mediate frame is a frame between key frames that help to
create the illusion of motion. Depending on the video appli-
cation, two key frames may be separated by zero, one, several,
or many intermediate frames. In some cases, intermediate
frames may be created automatically or dynamically based on
the key frames. For instance, the intermediate frames may be
modified if the video content transmitted to the client
machine is subsequently transcoded or otherwise altered.
Accordingly, the watermark may be applied to one or more of
the key frames within the selected segment. In some cases, the
same watermark may be applied to more than one key frame,
which may improve robustness since if one key frame is lost
or altered, the watermark may still be detectable in another
key frame.

In particular embodiments, the watermark may be applied
to video content frames distributed every few seconds
throughout a video content item. By distributing the water-
marked frames in this way, the watermarking may be made
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6

less apparent while the information contained in the water-
mark is distributed throughout the video content item.

At 104, a data message to include in the watermarked
digital image is determined. According to various embodi-
ments, various types of information may be included in the
data message. For example, the data message may identify a
content provider or other content source. As another example,
the data message may identify the digital image recipient. For
instance, the data message may include an account identifier
associated with a content management account. Then, the
digital image that includes the data message may be transmit-
ted to a client machine associated with the content manage-
ment account.

In particular embodiments, the data message may be
divided among potentially many different digital images. For
instance, each digital image may be a frame in a video content
item. In some instances, a single instance of the data message
may be distributed over the video content. Alternately, the
data message may be repeated over the length of the video
content. By repeating the data message, the message may be
made robust against truncation of the video content. That is, if
a portion of the video content is deleted, a complete copy of
the data message may still be contained in the remaining
portion of the video content. In particular embodiments, dis-
tribution and repetition of the message may be combined to
make a longer data message more robust.

According to various embodiments, the data message may
include forward error correction. Forward error correction,
also referred to as channel coding, may facilitate the control
of errors in data transmissions where data may be lost or
distorted. Forward error correction may be accomplished by
adding redundancy to the transmitted information. Forward
error correction may be accomplished by any of various algo-
rithms or encoding formats and typically involves a reduction
in the amount of data that can be transmitted in a designated
number of bits in exchange for added redundancy. In particu-
lar embodiments, ten bits of the data message may include
eight bits of content and 2 bits of correction.

At 106, the image is segmented into pixel blocks, which
may also be referred to as macroblocks (e.g., in the JPEG &
MPEG standards). According to various embodiments, the
image may be separated into pixel blocks for processing. For
instance, during image compression, each pixel block may be
analyzed to reduce or eliminate high frequency information.
Each pixel block may be transformed into a frequency
domain, which may allow the amount of high frequency
information to be reduced.

According to various embodiments, a single watermark
may be applied to the digital image as a whole. Alternately,
watermarks may be applied separately to different pixel
blocks. When watermarks are applied separately to different
pixel blocks, the watermarks applied to different pixel blocks
may be the same or may be different. By applying different
watermarks to different pixel blocks, more information may
be stored in a single watermarked image. By applying the
same watermark to different pixel blocks, the information
present in the image’s watermark may be stored with addi-
tional redundancy. For example, if a portion of the image is
cropped, the remainder of the image may still include com-
plete pixel blocks that contain the watermark.

At 108, one or more pixel block is selected for applying a
watermark. According to various embodiments, pixel blocks
may be selected according to various criteria. In some cases,
each pixel block in an image may be watermarked. Alter-
nately, some pixel blocks may be selected for watermarking
while other pixel blocks are not watermarked. In particular
embodiments, the pixel blocks selected for watermarking
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may include those pixel blocks that contain high frequency
information. As discussed herein, a low frequency watermark
may be less visible when applied to a high frequency image
than when applied to a low frequency image. For example, a
subtle pattern of light and dark sinusoidal waves may be more
visually apparent when superimposed on a picture of the
night sky than when superimposed on a picture of a bright,
urban landscape.

In particular embodiments, the identified one or more pixel
blocks may include a set of adjacent pixel blocks. By group-
ing pixel blocks by adjacency, the likelihood of high-fre-
quency transitions between the pixel blocks may be reduced.
In some cases, high-frequency transitions between pixel
blocks may cause block boundaries to become more visible to
the human eye. Accordingly, selecting adjacent pixel blocks
for applying a watermark image may reduce visual artifacts
introduced via watermarking.

At 110, a low frequency watermark corresponding to the
data message is identified. According to various embodi-
ments, various types of low frequency watermarks may be
used. For example, a low frequency watermark may be a
spatial domain pattern of waves in which information is
encoded in the wave frequency, the wave amplitude, the wave
phase or position, the wave color (e.g., light or dark), the
spacing between waves, and/or the size of the gradient sur-
rounding the waves. As another example, a low frequency
watermark may be a spatial domain pattern of dots at desig-
nated locations in an image or a pixel block in which infor-
mation is encoded in the presence or absence of the dots, the
color of the dots (e.g., light or dark), and/or the position of the
dots, the size of the gradient surrounding the dots. As yet
another example, a low frequency watermark may be a fre-
quency domain pattern of bars or gradients in which infor-
mation is encoded in the direction, presence, absence, loca-
tion, or size of the gradient surrounding the bars or gradients.
Examples of low frequency watermarks are shown in FIGS.
4-6.

In particular embodiments, a zero-frequency watermark
alteration may be applied to a video content item. For
instance, small alterations may be made to the hue, saturation,
brightness, color value, luminance, and/or contrast of a water-
marked image relative to a reference frame. Information may
be encoded in slight changes in such values on a frame-by-
frame basis. The watermark may be recovered by restoring a
reference frame to the original huge, saturation, brightness,
color value, luminance, and/or contrast, and then applying the
adjustment to the rest of the video content item. Then, the
watermark that is encoded as variances in these variables on
a frame-by-frame basis could be detected.

According to various embodiments, the particular types of
low frequency watermarks used may be strategically deter-
mined based on factors that may include, but are not limited
to: the visibility of the watermark when applied to an image or
pixel block, the difficult of detecting or removing the water-
mark via machine algorithms, the applicability of the water-
mark to different types of images or pixel blocks, and the
amount of information that may be encoded in the watermark.

In particular embodiments, the type of watermark used
may be determined based on the content of the image or pixel
block to which the watermark is applied. For example, images
or pixel blocks having relatively high frequency content may
be watermarked with marks that contain relatively large
amounts of information. As another example, images or pixel
blocks having relatively low frequency content may not be
watermarked at all or may be watermarked with more subtle
watermarks that contain relatively less information.
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At 112, the watermark is superimposed on the digital pixel
block. According to various embodiments, superimposing the
watermark on the digital pixel block may involve adding or
subtracting the watermark pixel values to or from the digital
pixel block values. For instance, a digital pixel in the digital
pixel block may have a data value of “243”, while the corre-
sponding watermark pixel value superimposed on the digital
pixel may have a value of “+3”. In this case, the values may be
added together to achieve a value of “246” for the water-
marked digital image pixel.

According to various embodiments, the watermark may be
superimposed on the digital pixel block in the spatial domain.
The spatial domain is a representation of the pixel block that
is similar to how the pixel block will actually be presented on
a display screen. In the spatial domain, a pixel in the pixel
block may correspond to a pixel on the display screen, and the
data value of the pixel may correspond to a color displayed in
the corresponding pixel on the display screen. Of course,
pixels in the pixel block may not always have a one-to-one
correspondence with pixels on the display screen since
images can be displayed at different sizes. In particular
embodiments, a pixel may be associated with coefficients for
different base colors (e.g., red, blue, and green color compo-
nents). To maintain color neutrality, the addition or subtrac-
tion of the watermark may be performed for each of the color
coefficients.

According to various embodiments, the watermark may be
superimposed on the digital pixel block in the frequency
domain. The frequency domain is a representation of the pixel
block based on the frequency of information in the image
block. An image or pixel block may be transformed into the
frequency domain by the application of a transform, such as
the discrete cosine transform. The frequency domain may
allow very detailed (i.e. high-frequency) information in the
pixel block to be separated from very gradual or undetailed
(i.e. low-frequency) information. When in the frequency
domain, the watermark may be applied as adjustments to the
low frequency areas, which may be less likely to be altered by
subsequent alteration or encoding of the pixel block.

In particular embodiments, color neutrality may be main-
tained during watermarking applied during the frequency
domain by adding or subtracting watermarking values to a
luminance or brightness component of a pixel. In some cases,
watermark alterations in the frequency domain may be
applied entirely or primarily to the low-frequency portion of
the pixel block since low frequency coefficients are less likely
to be truncated during the quantization process. Accordingly,
low-frequency coefficients may be more likely to be pre-
served.

At 114, a determination is made as to whether to select an
additional pixel block for applying a watermark. As discussed
with respect to operation 108, various criteria may be used to
select pixel blocks for applying watermarks. For instance, in
some cases all pixel blocks in an image may be watermarked.
In other cases, only designated pixel blocks may be water-
marked, such as pixel blocks that include relatively high
frequency information.

At 116, the pixel blocks to create a watermarked digital
image are combined to create a watermarked digital image. In
particular embodiments, the combination and processing of
the pixel blocks may involve one or more operations related to
encoding or compressing the image. For example, the image
or pixel blocks may be transformed into a frequency domain.
While in the frequency domain, designated high frequency
information may be dropped or softened. As another
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example, the image may be compressed according to a com-
pression framework such as that used in the JPEG encoding
format.

At 118, the watermarked digital image and the digital
image watermark are stored. According to various embodi-
ments, the digital image and the watermark may be stored on
a storage medium. In particular embodiments, different
image frames to which watermarks have been applied may be
combined, often with unwatermarked image frames, to create
avideo content item. The video content item may be stored on
amedia server for transmission to client machines. In particu-
lar embodiments, information such as the locations and types
of watermarks applied may be stored. Storing such informa-
tion may assist in identifying watermarked images and image
watermarks. The identification of watermarked images and
image watermarks is discussed in further detail with respect
to FIG. 7.

According to various embodiments, the watermarked digi-
tal image and/or the digital image watermark may be stored in
the spatial domain (e.g. GIF, PNG). Alternately, or addition-
ally, the watermarked digital image and/or the digital image
watermark may be stored in the frequency domain (e.g.
JPEG, MPEG).

According to various embodiments, the digital image
watermark may be stored at a central server. The digital image
watermark may be stored for later comparison with water-
marks identified in subsequently analyzed images, for
instance images analyzed to investigate copyright infringe-
ment. For example, image frames of a video content item
distributed on the Internet may be analyzed to identify a
watermark. Then, the watermark may be compared to water-
marks stored on the server to identity a user account associ-
ated with the original recipient of the video content item.
Techniques for retrieving a watermark from a digital image
are discussed in additional detail with respect to FIG. 7.

FIG. 2 is a diagrammatic representation illustrating one
example of a fragment or segment system 201 associated with
a content server that may be used in a broadcast and unicast
distribution network. Encoders 205 receive media data from
satellite, content libraries, and other content sources and
sends RTP multicast data to fragment writer 209. The encod-
ers 205 also send session announcement protocol (SAP)
announcements to SAP listener 221. According to various
embodiments, the fragment writer 209 creates fragments for
live streaming, and writes files to disk for recording. The
fragment writer 209 receives RTP multicast streams from the
encoders 205 and parses the streams to repackage the audio/
video data as part of fragmented MPEG-4 files. When a new
program starts, the fragment writer 209 creates a new
MPEG-4 file on fragment storage and appends fragments. In
particular embodiments, the fragment writer 209 supports
live and/or DVR configurations.

The fragment server 211 provides the caching layer with
fragments for clients. The design philosophy behind the cli-
ent/server application programming interface (API) mini-
mizes round trips and reduces complexity as much as possible
when it comes to delivery of the media data to the client 215.
The fragment server 211 provides live streams and/or DVR
configurations.

The fragment controller 207 is connected to application
servers 203 and controls the fragmentation of live channel
streams. The fragmentation controller 207 optionally inte-
grates guide data to drive the recordings for a global/network
DVR. In particular embodiments, the fragment controller 207
embeds logic around the recording to simplify the fragment
writer 209 component. According to various embodiments,
the fragment controller 207 will run on the same host as the
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fragment writer 209. In particular embodiments, the fragment
controller 207 instantiates instances of the fragment writer
209 and manages high availability.

According to various embodiments, the client 215 uses a
media component that requests fragmented MPEG-4 files,
allows trick-play, and manages bandwidth adaptation. The
client communicates with the application services associated
with HTTP proxy 213 to get guides and present the user with
the recorded content available.

FIG. 3 illustrates one example of a fragmentation system
301 that can be used for video-on-demand (VoD) content.
Fragger 303 takes an encoded video clip source. However, the
commercial encoder does not create an output file with mini-
mal object oriented framework (MOOF) headers and instead
embeds all content headers in the movie file (MOOV). The
fragger reads the input file and creates an alternate output that
has been fragmented with MOOF headers, and extended with
custom headers that optimize the experience and act as hints
to servers.

The fragment server 311 provides the caching layer with
fragments for clients. The design philosophy behind the cli-
ent/server API minimizes round trips and reduces complexity
as much as possible when it comes to delivery of the media
data to the client 315. The fragment server 311 provides VoD
content.

According to various embodiments, the client 315 uses a
media component that requests fragmented MPEG-4 files,
allows trick-play, and manages bandwidth adaptation. The
client communicates with the application services associated
with HTTP proxy 313 to get guides and present the user with
the recorded content available.

FIG. 4 illustrates an example of a low frequency watermark
image 402. According to various embodiments, the water-
mark image 402 may be superimposed on a digital image
encoded in the spatial domain to embed hidden information in
the digital image. The watermark image 402 includes the bar
patterns 404-410. The bar patterns 404 and 406 are sinusoidal
gradient waves. The bar patterns 408 and 410 are gradient
bars that may be respectively added to and subtracted from a
digital image to which the watermark is applied.

It should be noted that the watermark images shown herein
are exaggerated for the purposes of illustration. White water-
mark pixel values indicate no alteration to the underlying
image while black watermark pixel values indicate the maxi-
mum alteration to the underlying image when applying the
watermark. Shades of gray represent alterations between zero
and the maximum. However, even the maximum alteration to
theunderlying image when applying a watermark is relatively
small, since a more significant alteration to the pixel values in
the underlying image a likely to be visible to the human eye.
That is, the illustration uses higher pixel values to make the
watermark easy to see for the purpose of illustration. Accord-
ing to various embodiments, each alteration may be either an
addition or a subtraction to the pixel values on which the
watermark is superimposed.

According to various embodiments, different watermark
patterns may be used to encode different information. For
example, FIG. 4 includes the sinusoidal gradient waves 404
and 406. These gradient waves differ in the frequency of the
wave pattern. As another example, FIG. 4 includes the gradi-
ent bars 408 and 410. These gradient bars differ in that the first
is added to the pixel values underlying digital image, while
the second is subtracted from the corresponding pixel values
of the underlying digital image. The terms “Additive” and
“Subtractive” in the image are for labeling purposes only and
are not intended to be part of the watermark patterns.
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According to various embodiments, watermark images
may encode various amounts of information. In the example
shown in FIG. 4, the watermark image 402 includes four
different types of watermark bar patterns. Since any bar posi-
tion can be one of four patterns, a total of two bits of infor-
mation can be encoded in each bar position. In the example
shown in FIG. 4, the watermark image 402 includes bars in
four bar positions. Since each bar can encode two bits of
information and since the watermark image 402 can include a
total of four bars, the watermark image can encode a total of
eight bits of information. For example, the bar shapes 402-
404 may correspond to the bit strings “10”, “11”, “00”, and
“01” respectively. By placing these patterns in order, the
complete message included in the watermark 402 may be read
as “10110001”.

According to various embodiments, a watermark image
may introduce various types of variation to encode informa-
tion. For instance, a watermark image may introduce sinusoi-
dal variance in image properties that may include, but are not
limited to: hue, saturation, brightness, color value, lumi-
nance, or contrast. The sinusoidal variance may be applied via
a gradient that changes intensity with the wave pattern, as
shown in the waves 404 and 406. A gradient provides a
lower-frequency image than a sharp line. As discussed herein,
a lower-frequency watermark image which may allow the
watermark to be less visible and more difficult to remove than
a higher frequency image.

According to various embodiments, a watermark image
may include any of various types of shapes or images. For
example, the watermark image shown in Figure includes four
types of patterns that may be placed in any of four locations.
However, other watermarks may include any number of dif-
ferent objects arranged at any number of different locations.
As another example, information may be encoded in various
image properties. For instance, waves having different ampli-
tudes and/or frequencies may represent different bit values.
As another example, information may be encoded in patterns
other than those shown in FIG. 4. In particular embodiments,
the shapes or patterns used to encode information in a water-
mark may be strategically determined based on factors that
may include, but are not limited to: the visibility of different
patterns to the human eye, the detectability and/or removabil-
ity of different patterns by computer algorithms, and the type
of image (e.g., the frequency) that the watermark is being
applied to.

FIG. 5 illustrates an example of a low frequency watermark
image 502. According to various embodiments, the water-
mark image 502 may be superimposed on a digital image
encoded in the spatial domain to embed hidden information in
the digital image. The watermark image 502 includes the
gradient dots 504-510.

According to various embodiments, the watermark images
402 and 502 may be superimposed on an entire image or on a
portion on the image, such as a pixel block. When the water-
mark image is superimposed on a pixel block, each pixel
block can include the same watermark image or a different
watermark image. Superimposing a different watermark
image on each pixel block allows for storing more informa-
tion, while superimposing the same watermark image on each
pixel block allows for greater redundancy.

According to various embodiments, each of the gradient
dots 504-510 includes a dot surrounded by a gradient. By
including a gradient in the watermark image, the watermark
image becomes a lower-frequency image than would be the
case in the absence of a gradient. A lower-frequency image
may be less visible and more difficult to remove than a higher
frequency image.
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According to various embodiments, information may be
encoded in the presence or absence of dots. For instance, the
watermark image 502 includes six positions, two rows of
three, at which dots may or may not be present. In this
example, a “1” may be encoded with the presence of a dot,
while a “0” may be encoded with the absence of a dot. Since
six positions may each be encoded with one bit, a total of six
bits of information may be encoded. In the example shown in
FIG. 5, the first row of the watermark image encodes a bit
string of “101”, while the second row of the watermark image
encodes a bit string of “110”. Accordingly, the watermark
image 502 encodes the bit string of “101110”.

In particular embodiments, each dot location may be used
to store an additional value. For example, each dot may be
either present or absent, and each present dot may be either
added or subtracted from the digital image. In this example,
each dot location may be used to store one of three values (i.e.
a trinary bit). For instance, the dot values may be mapped as
0 for an absent dot, 1 for a present and added dot, and 2 for a
present and subtracted dot, or any other mapping of trinary
digits to absent, added, and subtracted dots. The data encoded
in the dot locations in a digital watermark may then be com-
bined to store a trinary number such as “102210.

According to various embodiments, a watermark image
may include any of various types of shapes or images. For
example, the watermark image shown in FIG. 4 includes six
positions that each may or may not include a gradient dot.
However, other watermarks may include any number of posi-
tions for gradient dots. As another example, the shapes used in
FIG. 4 are dots surrounded by gradients. However, other
watermarks may include various types of shapes to encode
information. For example, a reverse gradient dot that lightens
rather than darkens a digital image on which it is superim-
posed may be used to encode information.

FIGS. 6A and 6B illustrate examples of low frequency
watermark images. According to various embodiments,
either of the low frequency watermark images shown in
FIGS. 6A and 6B may be superimposed on a digital image in
the frequency domain to embed hidden information in the
digital image.

According to various embodiments, the changes included
in the watermarks 6 A and 6B may be focused in the upper left
of'the watermark. When an image is encoded in the frequency
domain, the upper left of the frequency domain image typi-
cally corresponds to lower-frequency spatial image charac-
teristics, while the lower right of the frequency domain image
typically corresponds to higher-frequency spatial image char-
acteristics. An image may be transformed to the frequency
domain for encoding, compression, transmission, or other
operations. Then, the image may be transformed back to the
spatial domain for presentation on a device such as a display
screen.

According to various embodiments, the changes may be
applied to the upper left, lower-frequency area of the image
for various reasons. For example, more subtle changes that
affect a larger portion of an image may be less likely to be
visible than sharper changes to a smaller portion of an image.
As another example, these more subtle changes may be less
likely to be detected by computer algorithms. As yet another
example, these more subtle changes may be less likely to be
removed or altered by subsequent encoding or digital pro-
cessing. For instance, many image compression schemes first
transform an image into the frequency domain and then dis-
card some or all of the higher-frequency information stored in
the lower right of the frequency domain image. This process,
often referred to as quantization, results in an image whose
essential features remain unchanged but that has a reduced



US 9,292,897 B2

13

level of detail. By focusing the watermark on the lower-
frequency portion of the frequency domain image, the water-
mark is made more likely to survive such an alteration.

According to various embodiments, the numbers shown in
the watermark images in FIGS. 6 A and 6B may correspond to
changes to the coefficient values of a frequency domain image
on which the watermark is superimposed. For instance, an
underlying coefficient value in the frequency domain may
have a value of “47”. Here, a “+3” would increase the coef-
ficient value to “507, while a “~3” would decrease the coef-
ficient value to “44”.

According to various embodiments, the watermarks shown
in FIGS. 6 A and 6B may encode information in various ways.
For instance, the watermark image shown in FIG. 6A may
correspond to a “1” when superimposed on an image in the
frequency domain, while the watermark image shown in FIG.
6B may correspond to a “0”. Although only two patterns are
shown in FIGS. 6A and 6B, various types of frequency-
domain patterns may be used to encode watermark images. In
particular embodiments, the shapes or patterns used to encode
information in a watermark may be strategically determined
based on factors that may include, but are not limited to: the
visibility of different patterns to the human eye, the detect-
ability and/or removability of different patterns by computer
algorithms, and the type of image (e.g., the frequency) that the
watermark is being applied to.

According to various embodiments, the watermark images
shown in 6 A and 6B may be superimposed on an entire image
or on a portion on the image, such as a pixel block. When the
watermark image is superimposed on a pixel block, each pixel
block can include the same watermark image or a different
watermark image. Superimposing a different watermark
image on each pixel block allows for storing more informa-
tion, while superimposing the same watermark image on each
pixel block allows for greater redundancy.

FIG. 7 illustrates one example of a watermark retrieval
method 700. According to various embodiments, the method
700 may be used to retrieve a watermark that has been applied
to a digital image. The watermarked digital image may be
analyzed for various purposes. For example, the watermarked
digital image may be analyzed to determine who created the
digital image or who received the digital image. As another
example, the watermarked digital image may be analyzed to
identify an owner of the image or as part of a copy protection
scheme.

According to various embodiments, the method 700 may
be applied to any number of watermarked digital images. For
instance, the method 700 may be applied to a series of water-
marked digital video frames included in a watermarked digi-
tal content item. Then, the watermarks retrieved via the
method 700 may be combined to determine a data message
encoded in the watermarks. The particular use of the water-
mark retrieval method 700 may depend at least in part upon
the type of information encoded via watermarking and the
images in which the information was encoded.

At 702, a request to retrieve a watermark from a digital
image is received. According to various embodiments, the
request may be received at a server operable to provide media
analysis services. The server may be the same system used to
perform the watermarking application discussed with respect
to FIG. 1 or it may be a different server. For example, the
request may be received at one of the systems discussed with
respect to FIG. 2 or 3 or may be received at any computer
system that has access to an unwatermarked copy of the
digital image.

At 704, a watermarked copy of the digital image is identi-
fied. According to various embodiments, the watermarked
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copy of the digital image may be the image under analysis.
For example, the watermarked copy of the digital image may
be a copy of a copyrighted image being distributed on a
network such as the Internet. As another example, the water-
marked copy of the digital image may be a video frame of a
watermarked video being distributed over a peer-to-peer net-
work.

At 706, an unwatermarked copy of the digital image is
identified. According to various embodiments, the unwater-
marked copy of the digital image may be stored on the server
for analysis. For instance, the unwatermarked copy of the
digital image may be retrieved from an image source. If, for
example, the digital image is a video frame of a video content
item, then the unwatermarked copy of the digital image may
be retrieved by analyzing the video content source item used
to generate the watermarked video frame.

In particular embodiments, the location of watermarks that
were applied to the digital image may have previously stored
and may be used to aid in the comparison. For instance, the
watermarks applied to the digital image may be stored as
discussed in reference to operation 118 shown in FIG. 1.

The location of watermarks that were applied may have
been previously stored which could assist in the recovery.
(step 118)

According to various embodiments, the images may be
identified in a raw pixel format. In a raw pixel format, the
image is stripped of any encoding that may be used to store or
format the image. The image is then stored in a manner where
each pixel in the image has a corresponding pixel data value
that designates the color for displaying the pixel on a display
screen.

At 708, a determination is made as to whether the water-
marked and unwatermarked copies closely match. According
to various embodiments, the determination may depend on a
number of different factors that may be used to characterize
the images. For example, one image may be scaled to a larger
or smaller size than the other. As another example, the water-
marked image may be cropped or distorted. As yet another
example, the watermarked image may have a higher or lower
contrast ratio or brightness than the unwatermarked image.

According to various embodiments, the determination may
be made at least in part by comparing the pixel values of the
two copies. Alternately, or additionally, the determination
may involve comparing other properties of the two images,
such as the number of pixels in each dimension.

At 710, one or both of the copies is transformed to match
the other copy. According to various embodiments, the par-
ticular transformation performed may be selected based on
the type of difference between the two copies. For instance, if
the two copies are of different sizes, then one of the copies
may be resized to match the other. As another example, if one
of the two copies is systematically darker or lighter than the
other, then a brightness level of one or both of the copies may
be adjusted. In particular embodiments, a number of trans-
formations may be manually or automatically selected to
identify the best match between the two copies. For instance,
a user attempting to remove a watermark may perform some
combination of resizing, cropping, brightening, or otherwise
altering the image. To account for this, a number of transfor-
mations may be run to attempt to reconcile the differences
between the two images.

At 712, the unwatermarked digital is subtracted from the
watermarked digital image to identify a different image.
According to various embodiments, the subtraction may be
performed by comparing one or more data pixel values asso-
ciated with pixels in the watermarked digital image with one
or more data pixel values associated with pixels in the unwa-
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termarked digital image. For instance, a watermarked digital
image may have a data value of “246” for a given pixel, while
the corresponding unwatermarked digital image may have a
data value of “243” for a given pixel. Performing the subtrac-
tion yields a data value of “3” for the corresponding pixel
value in the difference image.

At 714, the difference image is stored as a watermark.
According to various embodiments, subsequent analysis may
be used to process the information encoded in the watermark.
For instance, as discussed with respect to FIG. 1, watermarks
may be stored on a server for comparison. The watermark
stored at operation 714 may be compared with watermarks
previously stored on the server to identify various types of
information. For example, the watermark may include a con-
tent management account identifier that identifies a content
management account associated with a client machine that
received the digital image that was watermarked. If the image
was recovered as part of an analysis of a potential copyright
violation, then the account management identifier may be
used to identify a user or a content management account that
was associated with the distribution of the watermarked con-
tent.

FIG. 8 illustrates an interaction for a client receiving a
media stream such as a live stream. The client starts playback
when fragment 81 plays out from the server. The client uses
the fragment number so that it can request the appropriate
subsequent file fragment. An application such as a player
application 807 sends a request to mediakit 805. The request
may include a base address and bit rate. The mediakit 805
sends an HTTP get request to caching layer 803. According to
various embodiments, the live response is not in cache, and
the caching layer 803 forwards the HTTP get request to a
fragment server 801. The fragment server 801 performs pro-
cessing and sends the appropriate fragment to the caching
layer 803 which forwards to the data to mediakit 805.

The fragment may be cached for a short period of time at
caching layer 803. The mediakit 805 identifies the fragment
number and determines whether resources are sufficient to
play the fragment. In some examples, resources such as pro-
cessing or bandwidth resources are insufficient. The fragment
may not have been received quickly enough, or the device
may be having trouble decoding the fragment with sufficient
speed. Consequently, the mediakit 805 may request a next
fragment having a different data rate. In some instances, the
mediakit 805 may request a next fragment having a higher
data rate. According to various embodiments, the fragment
server 801 maintains fragments for different quality of ser-
vice streams with timing synchronization information to
allow for timing accurate playback.

The mediakit 805 requests a next fragment using informa-
tion from the received fragment. According to various
embodiments, the next fragment for the media stream may be
maintained on a different server, may have a different bit rate,
or may require different authorization. Caching layer 803
determines that the next fragment is not in cache and forwards
the request to fragment server 801. The fragment server 801
sends the fragment to caching layer 803 and the fragment is
cached for a short period of time. The fragment is then sent to
mediakit 805.

FIG. 9 illustrates a particular example of a technique for
generating a media segment. According to various embodi-
ments, a media stream is requested by a device at 901. The
media stream may be a live stream, media clip, media file, etc.
The request for the media stream may be an HITP GET
request with a baseurl, bit rate, and file name. At 903, the
media segment is identified. According to various embodi-
ments, the media segment may be a 35 second sequence from
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an hour long live media stream. The media segment may be
identified using time indicators such as a start time and end
time indicator. Alternatively, certain sequences may include
tags such as fight scene, car chase, love scene, monologue,
etc., that the user may select in order to identify a media
segment. In still other examples, the media stream may
include markers that the user can select. At 905, a server
receives a media segment indicator such as one or more time
indicators, tags, or markers. In particular embodiments, the
server is a snapshot server, content server, and/or fragment
server. According to various embodiments, the server delin-
eates the media segment maintained in cache using the seg-
ment indicator at 907. The media stream may only be avail-
able in a channel buffer. At 909, the server generates a media
file using the media segment maintained in cache. The media
file can then be shared by a user of the device at 911. In some
examples, the media file itself is shared while in other
examples, a link to the media file is shared.

FIG. 10 illustrates one example of a server. According to
particular embodiments, a system 1000 suitable for imple-
menting particular embodiments of the present invention
includes a processor 1001, amemory 1003, an interface 1011,
and a bus 1015 (e.g., a PCI bus or other interconnection
fabric) and operates as a streaming server. When acting under
the control of appropriate software or firmware, the processor
1001 is responsible for modifying and transmitting live media
data to a client. Various specially configured devices can also
be used in place of a processor 1001 or in addition to proces-
sor 1001. The interface 1011 is typically configured to send
and receive data packets or data segments over a network.

Particular examples of interfaces supported include Ether-
net interfaces, frame relay interfaces, cable interfaces, DSL
interfaces, token ring interfaces, and the like. In addition,
various very high-speed interfaces may be provided such as
fast Ethernet interfaces, Gigabit Ethernet interfaces, ATM
interfaces, HSSI interfaces, POS interfaces, FDDI interfaces
and the like. Generally, these interfaces may include ports
appropriate for communication with the appropriate media.
In some cases, they may also include an independent proces-
sor and, in some instances, volatile RAM. The independent
processors may control communications-intensive tasks such
as packet switching, media control and management.

According to various embodiments, the system 1000 is a
server that also includes a transceiver, streaming buffers, and
aprogram guide database. The server may also be associated
with subscription management, logging and report genera-
tion, and monitoring capabilities. In particular embodiments,
the server can be associated with functionality for allowing
operation with mobile devices such as cellular phones oper-
ating in a particular cellular network and providing subscrip-
tion management capabilities. According to various embodi-
ments, an authentication module verifies the identity of
devices including mobile devices. A logging and report gen-
eration module tracks mobile device requests and associated
responses. A monitor system allows an administrator to view
usage patterns and system availability. According to various
embodiments, the server handles requests and responses for
media content related transactions while a separate streaming
server provides the actual media streams.

Although a particular server is described, it should be rec-
ognized that a variety of alternative configurations are pos-
sible. For example, some modules such as a report and log-
ging module and a monitor may not be needed on every
server. Alternatively, the modules may be implemented on
another device connected to the server. In another example,
the server may not include an interface to an abstract buy
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engine and may in fact include the abstract buy engine itself.
A variety of configurations are possible.

In the foregoing specification, the invention has been
described with reference to specific embodiments. However,
one of ordinary skill in the art appreciates that various modi-
fications and changes can be made without departing from the
scope of the invention as set forth in the claims below.
Accordingly, the specification and figures are to be regarded
in an illustrative rather than a restrictive sense, and all such
modifications are intended to be included within the scope of
invention.

What is claimed is:

1. A method comprising:

identifying a watermark image to apply to a video frame,

the video frame including a plurality of image pixel data
values, each of the image pixel data values designating a
color of a corresponding pixel in the video frame, the
watermark image including a plurality of watermark
pixel data values, each of the watermark pixel data val-
ues designating a color change to a corresponding pixel,
the watermark image identifying a recipient of the video
frame;

transforming the video frame from the spatial domain into

the frequency domain;
superimposing the watermark image on at least a portion of
the video frame in the frequency domain to create a
watermarked video frame, the watermarked video frame
including a plurality of watermarked image pixel data
values corresponding to the image pixel data values
altered by the color change designated in the corre-
sponding watermark pixel data values; and

transmitting the watermarked image to a plurality of video
frame recipients, wherein watermarked images trans-
mitted to different recipients include different water-
marks;

wherein the watermark image comprises an image gradient

that represents a gradual, directional change in the color
or intensity of the watermark.

2. The method recited in claim 1, the method further com-
prising:

dividing the image pixel data values into a plurality of

image pixel blocks, wherein the watermark image is
superimposed on selected ones of the image pixel
blocks.

3. The method recited in claim 1, wherein the watermark
image encodes a data message.

4. The method recited in claim 1, wherein the data message
is encoded in a frequency or amplitude of waves represented
in the watermark image.

5. A system comprising:

amemory module operable to store a watermark image for

applying to a video frame, the video frame including a
plurality of image pixel data values, each of the image
pixel data values designating a color of a corresponding
pixel in the video frame, the watermark image including
a plurality of watermark pixel data values, each of the
watermark pixel data values designating a color change
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to a corresponding pixel, the watermark image identify-
ing a recipient of the video frame;
aprocessor operable to transform the video frame from the
spatial domain into the frequency domain and to super-
impose the watermark image on at least a portion of the
video frame in the frequency domain to create a water-
marked video frame, the watermarked video frame
including a plurality of watermarked image pixel data
values corresponding to the image pixel data values
altered by the color change designated in the corre-
sponding watermark pixel data values; and

acommunications interface operable to transmit the water-
marked image video frame to a plurality of video frame
recipients, wherein watermarked images transmitted to
different recipients include different watermarks;

wherein the watermark image comprises an image gradient
that represents a gradual, directional change in the color
or intensity of the watermark.

6. The system recited in claim 5, wherein the processor is
further operable to:

divide the image pixel data values into a plurality of image

pixel blocks, wherein the watermark image is superim-
posed on selected ones of the image pixel blocks.

7. The system recited in claim 5, wherein the watermark
image encodes a data message.

8. The system recited in claim 5, wherein the data message
is encoded in a frequency or amplitude of waves represented
in the watermark image.

9. One or more non-transitory computer readable media
having instructions stored thereon for performing a method,
the method comprising:

identifying a watermark image to apply to a video frame,

the video frame including a plurality of image pixel data
values, each of the image pixel data values designating a
color of a corresponding pixel in the video frame, the
watermark image including a plurality of watermark
pixel data values, each of the watermark pixel data val-
ues designating a color change to a corresponding pixel,
the watermark image identifying a recipient of the video
frame;

transforming the video frame from the spatial domain into

the frequency domain;
superimposing the watermark image on at least a portion of
the video frame in the frequency domain to create a
watermarked video frame, the watermarked video frame
including a plurality of watermarked image pixel data
values corresponding to the image pixel data values
altered by the color change designated in the corre-
sponding watermark pixel data values; and

transmitting the watermarked video frame to a plurality of
video frame recipients, wherein watermarked images
transmitted to different recipients include different
watermarks;

wherein the watermark image comprises an image gradient

that represents a gradual, directional change in the color
or intensity of the watermark.
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